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I wrotethis article becausethereisn’t much information on the Inter net concerning this topic
and I neededthis for the EduOSproject.


No liability is assumedfor incidental or consequentialdamagesin connectionwith or arising
out of useof the information or programscontainedherein.


Soif you blow up your computer becauseof my bad “English” that’syour problemnot mine.


1 Which tools do you need?
� An i386PCor higher.


� A Linux distribution likeRedHat or Slackware.


� GNU GCCcompiler. ThisC compilerusuallycomeswith Linux. To checkif you’rehaving
GCCtypethefollowing at theprompt:


gcc --version


Thisshouldgiveanoutputlike:


2.7.2.3


Thenumberprobablywill not matchtheaboveone,but thatdoesn’t really matter.


� Thebinutils for Linux.


� NASM Version0.97 or higher. The Netwide Assembler, NASM, is an 80x86assembler
designedfor portability andmodularity. It supportsa rangeof objectfile formats,including
Linux ‘a.out’ andELF, NetBSD/FreeBSD,COFF, Microsoft 16-bit OBJandWin32. It will
alsooutputplain binary files. Its syntaxis designedto be simpleandeasyto understand,
similar to Intel’s but lesscomplex. It supportsPentium,P6 andMMX opcodes,andhas
macrocapability.
Normally youdon’t haveNASM onyour system.Downloadit from:
http://sunsite.unc.edu/pub/Linux/devel/lang/assemblers/


� A text editorlikepico or emacs.
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1.1 Installing The NetwideAssembler


Assumingthatnasm-0.97.tar.gz is in thecurrentdirectorytype:


gunzip nasm-0.97.tar.gz
tar -vxf nasm-0.97.tar


This will createa directorycallednasm-0.97. Go to that directory. Next we will compile this
assemblerby typing:


./configure
make


This will createthe executablesnasm andndisasm. You cancopy thesefiles to you /usr/bin
directory to make themeasilyaccessible.Now you canremove the nasm-0.97 directory from
yoursystem.I personallycompiledtheNASM successfullyunderRedHat5.1andSlackware3.1,
sothisshouldn’t givebig troubles.


2 Making a first binary file usingC


Createafile calledtest.c usingyour text editor. Putherein:


int main () {
}


Compilethis by typing:


gcc -c test.c
ld -o test -Ttext 0x0 -e main test.o
objcopy -R .note -R .comment -S -O binary test test.bin


Thiscreatesour binaryfile calledtest.bin. Wecanview this binaryfile usingndisasm. Do this
by typing:


ndisasm -b 32 test.bin


Thiswill give thefollowing output:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 C9 leave
00000004 C3 ret


Wegetthreecolumns.Thefirst onecontainsthememoryaddressesof theinstructions.Thesecond
columncontainsthebytecodeof theinstructionsandthelastcolumncontainstheinstructionitself.


2.1 Dissectionof test.bin


Thecodewe get just seemsto setup a basicframework for a function. Theregisterebp is being
savedfor lateruseconcerningfunctionparameterhandling.As you cannoticethecodeis 32 bit.
GNU GCConly cancreate32 bit code.Soif you would like to run this codeyou first needto set
up a32bit environmentlikeLinux does.Hereforeyou needto go to protectedmode.
You canalsocreatedirectlyabinaryfile usingld. Hereforecompiletest.c like this:


gcc -c test.c
ld test.o -o test.bin -Ttext 0x0 -e main -oformat binary


Thiswill produceexactly thesamebinarycodeasthepreviousmethod.
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3 Program using a local variable


Next we will take a look on how GCChandlesthe reservation of a local variable. Herefore we
will createanew test.c whichcontains:


int main () {
int i; /* declaration of an int */
i = 0x12345678; /* hexadecimal */


}


Compilethis by typing:


gcc -c test.c
ld -o test -Ttext 0x0 -e main test.o
objcopy -R .note -R .comment -S -O binary test test.bin


After wecompiledwegetthenext binaryfile:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC04 sub esp,byte +0x4
00000006 C745FC78563412 mov dword [ebp-0x4],0x12345678
0000000D C9 leave
0000000E C3 ret


3.1 Dissectionof test.bin


The first two andlast two instructionsarethe sameasin the previous example. Thereareonly
two new instructionsaddedbetweentheold ones.Thefirst onedecreasesesp with 4. This is the
way GCC reservesan int, which is four bytesin size,on the stack. The following instruction
immediatelydemonstratesus the usageof the ebp register. This register remainsunchangedin
the function andis only usedto refer to the local variableson the stack. The placeon the stack
weretheselocal variablesarestoredis usuallycalledthelocal stackframe.In thiscontext theebp
registeris calledtheframepointer.
Thenext instructionfills theon thestackreservedint upwith thevalue0x12345678. Also notice
the reversedorder in which the processorstoresdata. In the secondcolumn, line four, we see
...78563412. Thisphenomenais calledbackwards storage1.
Notethatyoualsocancreatedirectlyabinaryfile usingld asshown before.Socompilewith:


gcc -c test.c
ld -o test.bin -Ttext 0x0 -e main -oformat binary test.o


Thisgivesusthesamebinaryfile asbefore.


3.2 Dir ectassignment


Whenwechange:


int i;
i = 0x12345678;


1Seealso: Intel ArchitectureSoftwareDeveloper’s Manual,Volume1: BasicArchitecture,1.4.1. Bit andByte
Order
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into,


int i = 0x12345678;


we getexactly thesamebinaryfile. This is very importantto noticeasit is not sowhenwe use
globalvariables.


4 Program using a global variable


Next we will take a look on how GCChandlesglobalvariables.This will bedoneusingthenext
test.c program.


int i; /* declaration of global variable */
int main () {


i = 0x12345678;
}


Compilethis by typing:


gcc -c test.c
ld -o test -Ttext 0x0 -e main test.o
objcopy -R .note -R .comment -S -O binary test test.bin


This leadsusto thefollowing binarycode:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 C705101000007856 mov dword [0x1010],0x12345678


-3412
0000000D C9 leave
0000000E C3 ret


4.1 Dissectionof test.bin


The instructionin the middle of the codewill write our valuewe assignedto somewherein the
memory, in our caseto address0x1010. This is becauseby default the linker ld page-alignsthe
datasegment.We canturn this off by usingtheparameter-N with thelinker ld. This givesusas
binaryfile:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 C705100000007856 mov dword [0x10],0x12345678


-3412
0000000D C9 leave
0000000E C3 ret


As we canseenow, thedatais storedright after thecode. We canalsospecifythedatasegment
ourself.Compileherefore theprogramtest.c with:


gcc -c test.c
ld -o test -Ttext 0x0 -Tdata 0x1234 -e main -N test.o
objcopy -R .note -R .comment -S -O binary test test.bin
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Thiswill giveusasbinaryfile:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 C705341200007856 mov dword [0x1234],0x12345678


-3412
0000000D C9 leave
0000000E C3 ret


Now theglobalvariableis beingstoredatourgivesaddress0x1234. Thus,if weusetheparameter
-Tdata with ld, we can specify the location of the datasegmentourself. Otherwisethe data
segmentis locatedright after thecode.By storingthevariablesomewherein thedatamemoryit
remainsaccessibleevenoutsidethemain function.This is why they call int i a global variable.
Wecanalsocreatedirectly thebinaryfile usingld with theparameter-oformat binary.


4.2 Dir ectassignment


Someof my experimentspoint out thatdirectassignedglobalvariablescanbehandledasnormal
global variablesor canbestoredasdatadirectly after thecodein thebinaryfile. ld handlesthe
globalvariablesasdatawhentherearealreadydataconstantsused.
Takea look at thefollowing program:


const int c = 0x12345678;
int main () {
}


Compilethis with:


gcc -c test.c
ld -o test.bin -Ttext 0x0 -e main -N -oformat binary test.o


Thisgivesasbinaryfile:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 C9 leave
00000004 C3 ret
00000005 0000 add [eax],al
00000007 007856 add [eax+0x56],bh
0000000A 3412 xor al,0x12


We canseethat therearesomeextra bytesat theendof our binaryfile. This is a read-onlydata
sectionalignedon 4 byteswhichcontainsour globalconstant.


4.2.1 Usageof objdump


With objdump wecangetevenmoreinformation.


objdump --disassemble-all test.o


Thisgivesusthenext screendump:
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test.o: file format elf32-i386


Disassembly of section .text:


00000000 <main>:
0: 55 pushl %ebp
1: 89 e5 movl %esp,%ebp
3: c9 leave
4: c3 ret


Disassembly of section .data:
Disassembly of section .rodata:


00000000 <c>:
0: 78 56 js 58 <main+0x58>
2: 34 12 xorb $0x12,%al


Wecanclearlyseetheread-onlydatasectioncontainingourglobalconstantc. Now takea look at
thenext program:


int i = 0x12345678;
const int c = 0x12346578;
int main () {
}


Whenwecompilethis programanddoanobjdump on thisweget:


test.o: file format elf32-i386


Disassembly of section .text:


00000000 <main>:
0: 55 pushl %ebp
1: 89 e5 movl %esp,%ebp
3: c9 leave
4: c3 ret


Disassembly of section .data:


00000000 <i>:
0: 78 56 js 58 <main+0x58>
2: 34 12 xorb $0x12,%al


Disassembly of section .rodata:


00000000 <c>:
0: 78 56 js 58 <main+0x58>
2: 34 12 xorb $0x12,%al


Wecanseeourint i in thedatasectionandourconstantc in theread-onlydatasection.Sowhen
ld hasto useglobalconstantsit automaticallyusesthedatasectionto storeglobalvariables.
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5 Pointers


Now let’s seehow GCC handlespointersto variables.Thereforewe will usethe following pro-
gram.


int main () {
int i;
int *p; /* a pointer to an integer */
p = &i; /* let pointer p points to integer i */
*p = 0x12345678; /* makes i = 0x12345678 */


}


Thisprogramresultsin thefollowing binarycode:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC08 sub esp,byte +0x8
00000006 8D55FC lea edx,[ebp-0x4]
00000009 8955F8 mov [ebp-0x8],edx
0000000C 8B45F8 mov eax,[ebp-0x8]
0000000F C70078563412 mov dword [eax],0x12345678
00000015 C9 leave
00000016 C3 ret


5.1 Dissectionof test.bin


Again thefirst two andlasttwo instructionsarethesameasusual.Next we’vegot:


sub esp,byte +0x8


This instructionwill reserve 8 byteson thestackfor local variables.Seemslikea pointeris being
storedusing4bytes.At thispointthestacklookslikein figure1. Asyoucanseethelea instruction


ebp-0x4


esp = ebp-0x8


ebp


0


4 bytes


int *p


4 bytes


int i


0


stack


Figure1: Thestack


will loadtheeffective addressof int i. Next this valueis beingstoredin int *p. After this the
valueof int *p is beingusedasa pointer to a dword whereinthe value0x12345678 is being
stored.
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6 Calling a function


Now let’s takea look on how GCChandlesfunctioncalls.Takea look at thenext example:


void f (); /* function prototype */


int main () {
f (); /* function call */


}


void f () { /* function definition */
}


Thiswill giveusasbinarycode:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 E804000000 call 0xc
00000008 C9 leave
00000009 C3 ret
0000000A 89F6 mov esi,esi
0000000C 55 push ebp
0000000D 89E5 mov ebp,esp
0000000F C9 leave
00000010 C3 ret


6.1 Dissectionof test.bin


In thefunctionmain wecanseeclearlyacall to theemptyfunctionf ataddress0xC. Thisempty
functionhasthesamebasicstructureasthefunctionmain. This meansthat thereis no structural
differencebetweentheentryfunctionandany otherfunction.Whenyoulink usingld andyouadd
-M >mem.txt to theld parametersyouwill geta text file whereinyoufind usefulldocumentation
onhow everythingis linkedandstoredinto thememory. In thefile mem.txt you’ll find somewhere
two lineslike these:


Address of section .text set to 0x0
Address of section .data set to 0x1234


This meansthatthebinarycodestartsat address0x0 andthedataareawheretheglobalvariables
arebeingstoredstartsataddress0x1234. You’ll alsofind somethinglike:


.text 0x00000000 0x11
*(.text)
.text 0x00000000 0x11 test.o


0x0000000c f
0x00000000 main


Thefirst columncontainsthenameof thesection.In our caseit is a .text section.Thesecond
columncontainsthe origin of thesections.The third columncontainsthe lengthof the sections
andthe last columncontainssomeextra informationlike the nameof functionsandusedobject
files. We canseeclearlynow that thefunctionf startsat offset0xC andthat thefunctionmain is
theentrypoint of thebinaryfile. And thelength0x11 of theprogramis alsocorrectsincethelast
instruction(ret) is at address0x10 andtakes1 byte.
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6.2 Usageof objdump


objdump canbeusedto displayinformationfrom objectfiles. This informationis usefulto examin
theinternalstructureof theobjectfiles. Useobjdump by typing:


objdump --disassemble-all test.o


Thiswill give thefollowing outputto thescreen:


test.o: file format elf32-i386


Disassembly of section .text:


00000000 <main>:
0: 55 pushl %ebp
1: 89 e5 movl %esp,%ebp
3: e8 04 00 00 00 call c <f>
8: c9 leave
9: c3 ret
a: 89 f6 movl %esi,%esi


0000000c <f>:
c: 55 pushl %ebp
d: 89 e5 movl %esp,%ebp
f: c9 leave


10: c3 ret
Disassembly of section .data:


Again this is very usefullwhenyou want to studythebinarycodethatGCCcreates.Notice that
they arenot usingtheIntel syntaxfor displayingthe instructions.They useinstructionrepresen-
tationslike pushl andmovl. The l at the endof the instructionsindicatesthat the instructions
performoperationson 32-bit (long) operands.An other importantdifferencecontraryto Intels
syntaxis that the order of the operandsis reversed. Next exampleshows us the two different
notationsfor theinstructionthatmovesthedatafrom registerEBX to registerEAX.


MOV EAX,EBX ; Intel syntax
movl %ebx,%eax ; ’GNU’ syntax


As for Intel thefirst operandis thedestinationandthesecondoperandis thesource.


7 Return codes


YouprobablynoticedthatI alwaysuseint main () asmy functiondefinition,but I neveractually
returnanint. So,let ustry it.


int main () {
return 0x12345678;


}


Thisprogramgivesthefollowing binarycode:
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00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 B878563412 mov eax,0x12345678
00000008 EB02 jmp short 0xc
0000000A 89F6 mov esi,esi
0000000C C9 leave
0000000D C3 ret


7.1 Dissectionof test.bin


As you canseevaluesarebeingreturnedusingtheregistereax. Becauseit is a registerwe do not
needto explicitly fill theregisterwith a returnvalue,sowe canalsoreturnnothing instead.There
is anotheradvantageto it. Becausethereturncodeis storedin a register, we alsodo not needto
explicitly readthereturncode.We usethis all thetime whenwecall theANSI C functionprintf
to print somethingon thescreen.Wealwaysuse:


printf (...);


While printf actuallyreturnsanint to thecaller. Of coursethecompilercan’t usethismethodif
thetypeof thereturnparameteris biggerthan4 bytes.In thenext paragraphwe will demonstrate
asituationinwhich this occures.


7.2 Returning data structur es


Considernext program,


typedef struct {
int a,b,c,d;
int i [10];


} MyDef;


MyDef MyFunc (); /* function prototype */


int main () { /* entry point */
MyDef d;
d = MyFunc ();


}


MyDef MyFunc () { /* a local function */
MyDef d;
return d;


}


Thisprogramlet usgeneratenext binarycode.


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC38 sub esp,byte +0x38
00000006 8D45C8 lea eax,[ebp-0x38]
00000009 50 push eax
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0000000A E805000000 call 0x14
0000000F 83C404 add esp,byte +0x4
00000012 C9 leave
00000013 C3 ret
00000014 55 push ebp
00000015 89E5 mov ebp,esp
00000017 83EC38 sub esp,byte +0x38
0000001A 57 push edi
0000001B 56 push esi
0000001C 8B4508 mov eax,[ebp+0x8]
0000001F 89C7 mov edi,eax
00000021 8D75C8 lea esi,[ebp-0x38]
00000024 FC cld
00000025 B90E000000 mov ecx,0xe
0000002A F3A5 rep movsd
0000002C EB02 jmp short 0x30
0000002E 89F6 mov esi,esi
00000030 89C0 mov eax,eax
00000032 8D65C0 lea esp,[ebp-0x40]
00000035 5E pop esi
00000036 5F pop edi
00000037 C9 leave
00000038 C3 ret


Dissectionof test.bin


At address0x3 of the functionmain we seethat the compilerreserves0x38 byteson the stack.
This is thesizeof thestructureMyDef. At address0x6 to 0x9 weseethesolutionto “the problem”.
SinceMyDef is biggerthan4 bytes,the compilerpassesa pointerto d to the functionMyFunc at
address0x14. This function can thenusethat pointer to fill up d with data. Pleasenoticethat
a parameteris beingpassedto the function MyFunc while this function actualdoesn’t have any
parametersat all in its C functiondeclaration.To fill thedatastructure,MyFunc usesa 32 bit data
movementinstruction:


0000002A F3A5 rep movsd


7.3 Returning data structur esII


Of coursewe can now ask ourselfsthe question: Which pointer will be given to the function
MyFunc if wedon’t wantto storethereturneddatastructure?Considerthereforenext program.


typedef struct {
int a,b,c,d;
int i [10];


} MyDef;


MyDef MyFunc (); /* function prototype */


int main () { /* entry point */
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MyFunc ();
}


MyDef MyFunc () { /* a local function */
MyDef d;
return d;


}


Theproducedbinarycode,


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC38 sub esp,byte +0x38
00000006 8D45C8 lea eax,[ebp-0x38]
00000009 50 push eax
0000000A E805000000 call 0x14
0000000F 83C404 add esp,byte +0x4
00000012 C9 leave
00000013 C3 ret
00000014 55 push ebp
00000015 89E5 mov ebp,esp
00000017 83EC38 sub esp,byte +0x38
0000001A 57 push edi
0000001B 56 push esi
0000001C 8B4508 mov eax,[ebp+0x8]
0000001F 89C7 mov edi,eax
00000021 8D75C8 lea esi,[ebp-0x38]
00000024 FC cld
00000025 B90E000000 mov ecx,0xe
0000002A F3A5 rep movsd
0000002C EB02 jmp short 0x30
0000002E 89F6 mov esi,esi
00000030 89C0 mov eax,eax
00000032 8D65C0 lea esp,[ebp-0x40]
00000035 5E pop esi
00000036 5F pop edi
00000037 C9 leave
00000038 C3 ret


Dissection


This codeshows usthat— althoughtherearen’t any local variablesin theentryfunctionmain at
address0x0 — thefunctionreservessomeplaceonthestackfor avariableof exactly0x38 bytesin
size.Thena pointerto this datastructureis beingpassedto thefunctionMyFunc at address0x14,
just asin thepreviousexample.Also noticethatthefunctionMyFunc hasn’t changeinternally.


8 Passingfunction parameters


In this sectionwe will take a look on how functionparametersarepassedto functions.Let’s take
a look at theexample:
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char res; /* global variable */


char f (char a, char b); /* function prototype */


int main () { /* entry point */
res = f (0x12, 0x23); /* function call */


}


char f (char a, char b) { /* function definition */
return a + b; /* return code */


}


Thiswill generateasbinarycode:


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 6A23 push byte +0x23
00000005 6A12 push byte +0x12
00000007 E810000000 call 0x1c
0000000C 83C408 add esp,byte +0x8
0000000F 88C0 mov al,al
00000011 880534120000 mov [0x1234],al
00000017 C9 leave
00000018 C3 ret
00000019 8D7600 lea esi,[esi+0x0]
0000001C 55 push ebp
0000001D 89E5 mov ebp,esp
0000001F 83EC04 sub esp,byte +0x4
00000022 53 push ebx
00000023 8B5508 mov edx,[ebp+0x8]
00000026 8B4D0C mov ecx,[ebp+0xc]
00000029 8855FF mov [ebp-0x1],dl
0000002C 884DFE mov [ebp-0x2],cl
0000002F 8A45FF mov al,[ebp-0x1]
00000032 0245FE add al,[ebp-0x2]
00000035 0FBED8 movsx ebx,al
00000038 89D8 mov eax,ebx
0000003A EB00 jmp short 0x3c
0000003C 8B5DF8 mov ebx,[ebp-0x8]
0000003F C9 leave
00000040 C3 ret


8.1 C calling convention


Thefirst thing we noticeis that theparametersarepushedonto thestackin reversedorder. This
is the C calling convention. The C calling convention in 32-bit programsis as follows. In the
following description,thewordscaller andcallee areusedto denotethefunctiondoingthecalling
andthefunctionwhich getscalled.
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� Thecaller pushesthefunction’sparameterson thestack,oneafteranother, in reverseorder
(right to left, sothatthefirst argumentspecifiedto thefunctionis pushedlast).


� Thecaller thenexecutesanearCALL instructionto passcontrolto thecallee.


� The callee receivescontrol, andtypically (althoughthis is not actuallynecessary, in func-
tionswhich do not needto accesstheir parameters)startsby saving thevalueof ESP in EBP
soasto beableto useEBP asabasepointerto find its parameterson thestack.However, the
caller wasprobablydoingthis too,sopartof thecalling conventionstatesthatEBP mustbe
preservedby any C function.Hencethecallee, if it is goingto setupEBP asaframepointer,
mustpushthepreviousvaluefirst.


� The callee maythenaccessits parametersrelative to EBP. Thedoubleword at [EBP] holds
the previous valueof EBP as it waspushed;the next doubleword, at [EBP+4], holds the
returnaddress,pushedimplicitly by CALL. Theparametersstartafter that,at [EBP+8]. The
leftmostparameterof thefunction,sinceit waspushedlast,is accessibleat this offsetfrom
EBP; the othersfollow, at successively greateroffsets. Thus,in a function suchasprintf
which takesavariablenumberof parameters,thepushingof theparametersin reverseorder
meansthatthefunctionknowswhereto find its first parameter, whichtells it thenumberand
typeof theremainingones.


� The callee may alsowish to decreaseESP further, so asto allocatespaceon the stackfor
local variables,whichwill thenbeaccessibleat negativeoffsetsfrom EBP.


� Thecallee, if it wishesto returnavalueto thecaller, shouldleavethevaluein AL, AX or EAX
dependingon thesizeof thevalue.Floating-pointresultsaretypically returnedin ST0.


� Oncethe callee hasfinishedprocessing,it restoresESP from EBP if it hadallocatedlocal
stackspace,thenpopsthepreviousvalueof EBP, andreturnsvia RET (equivalently, RETN).


� When the caller regainscontrol from the callee, the function parametersare still on the
stack,soit typically addsanimmediateconstantto ESP to remove them(insteadof execut-
ing a numberof slow POP instructions).Thus,if a function is accidentallycalledwith the
wrong numberof parametersdueto a prototypemismatch,the stackwill still be returned
to a sensiblestatesincethe caller, which knows how many parametersit pushed,doesthe
removing.


8.2 Dissection


Soafterthetwo bytesarepushedontothestackthereis a call to thefunctionf at address0x1c.
This functionfirst descreasesesp with 4 bytesfor localuse.Next thefunctionmakeslocal copies
of it’ s functionparameters.After thata + b is beingcalculatedandreturnedin registereax.


9 32-bit stackalignment


Pleasenoticethat — even whenthe two parameterswerepushedonto the stackasbytes— the
functionreadsthenfrom thestackasif they weredwords! It seemsasif theprocessorpushesbytes
in 32-bit modeasdword. This is becausethestackis alignedonto32-bit2. This is very important
to know whenyouhave to write a 32-bit functionin assemblerfollowing theC callingconvention
yourself.


2Seealso:Intel ArchitectureSoftwareDeveloper’sManual,Volume1: BasicArchitecture,4.2.2.StackAlignment
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10 Other statements


Of coursewe alsocould look on how GCChandlesfor loops,while loops,if-else statements
andcase constructions,but this doesn’t really matterwhenyou wantto write themyourself.And
if youdon’t wantto write themyourselfit alsodoesn’t mattersinceyoudon’t haveto botherabout
it.


11 Conversionsbetweenfundamental data types


In this partwe will have a closerlook at how theC compilerconvertsthefundamentaldatatypes.
Thesedatatypesare:


� signedcharandunsignedchar(1 byte)


� signedshortandunsignedshort(2 bytes)


� signedint andunsignedint (4 bytes)


First wewill havea look on how thecomputerhandlessigneddatatypes.


11.1 Two’scomplement


Thetwo’scomplementrepresentationof signedintegersis usedin theIntel architectureIA-32. The
two’s complementrepresentationof a nonnegative integern is thebit stringobtainedby writing n
in base2. If we take thebitwisecomplementof thebit stringandadd1 to it, we obtainthetwo’s
complementrepresentationof � n. A machinethatusesthetwo’scomplementrepresentationasits
binaryrepresentationin memoryfor integral valuesis calleda two’s complement machine. Notice
that in the two’s complementrepresentation0 and � 0 arebeingrepresentedby the samebinary
stringcontainingall zeros.Example:


�
0� 10 � �


00000000� 2� � 0� 10 � �
00000000� 2 � 1


� �
11111111� 2 � 1


� �
00000000� 2


� �
0� 10


Wherein
������� � x standsfor a numberrepresentedin basex. Notice also that negative numbers


arecharacterizedby having the high bit on. Of courseyou don’t have to do the conversionto a
negativeversionof acertainnumberyourself.TheIA-32 architecturehasaspecificinstructionfor
this, calledNEG. Table1 shows us thetwo’s complementrepresentationof a char. Theadvantage


Range


unsigned 128
�����


255 0 1
�����


127
signed -128


�����
-1 0 1


�����
127


Table1: Thetwo’scomplementof achar


of thetwo’scomplementnotationis thatyoucancalculatewith negativenumbersthesamewayas
with positivenumbers.
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11.2 Assignments


Herewewill takea look atsomeC assignmentsandthereresultin assembly. TheusedC program
is displayedbelow


main () {
unsigned int i = 251;


}


Whenwecompilethis to aplainbinaryfile weget


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC04 sub esp,byte +0x4
00000006 C745FCFB000000 mov dword [ebp-0x4],0xfb
0000000D C9 leave
0000000E C3 ret


Whenwereplacetheusedassignmentwith


unsigned int i = -5;


wegetnext instructionat address0x6


00000006 C745FCFBFFFFFF mov dword [ebp-0x4],0xfffffffb


Now letstakea look at thesignedintegers.Thestatement


int i = 251;


resultsin


00000006 C745FCFB000000 mov dword [ebp-0x4],0xfb


An thestatementswhichusesanegative integer


int i = -5;


resultsin


00000006 C745FCFBFFFFFF mov dword [ebp-0x4],0xfffffffb


Seemslikesignedandunsignedassignmentsaretreatedthesameway.


11.3 Conversionof signedchar to signedint


Herefor wewill studynext little program:


main () {
char c = -5;
int i;
i = c;


}


Whenwegenerateabinaryfile weget
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00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC08 sub esp,byte +0x8
00000006 C645FFFB mov byte [ebp-0x1],0xfb
0000000A 0FBE45FF movsx eax,byte [ebp-0x1]
0000000E 8945F8 mov [ebp-0x8],eax
00000011 C9 leave
00000012 C3 ret


Dissection


Firstweseeataddress0x3 thereservationof 8 bytesontothestackfor thelocal variablesc andi.
Thecompilertakes8 bytesto make it possibleto align the integeri. Next we seethat thecharc
at[ebp-0x1] is beingfilled with 0xfb, which of courserepresents� 5. (0xfb = 251,251- 256=
-5) Noticealsothatthecompileruses[ebp-0x1] insteadof [ebp-0x4]. Thisbecauseof thelittle
endian representation.Thenext instructionmovsx doestheactualconversionfrom a signedchar
to asignedinteger. MOVSX sign-extendsits source(second)operandto thelengthof its destination
(first) operand,andcopiesthe result into the destinationoperand3. The last instruction(before
leave) thenwritesthesignedintegerstoredin eax to int i.


11.4 Conversionof signedint to signedchar


Letsseeat theoppositeconversion.


main () {
char c;
int i = -5;
c = i;


}


Notice that the statementc = i only make sensewhenthe valuein i is between-128 and127.
Becauseit hasto bein therangeof thesignedchar. Compilationresultsinto next binaryfile


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC08 sub esp,byte +0x8
00000006 C745F8FBFFFFFF mov dword [ebp-0x8],0xfffffffb
0000000D 8A45F8 mov al,[ebp-0x8]
00000010 8845FF mov [ebp-0x1],al
00000013 C9 leave
00000014 C3 ret


Dissection


0xfffffffb is indeed� 5. Whenwe only look at thelesssignificantbyte0xfb andwe move this
to a signedchar, we alsoget � 5. Sofor theconversionfrom a signedint to a signedcharwe can
useasimplemov instruction.


3Seealso: Intel ArchitectureSoftwareDeveloper’sManual,Volume1: BasicArchitecture,6.3.2.1.TypeConver-
sionInstructions
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11.5 Conversionof unsignedchar to unsignedint


Takea look at theC program


main () {
unsigned char c = 5;
unsigned int i;
i = c;


}


Thiswill generatethebinaryfile


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC08 sub esp,byte +0x8
00000006 C645FF05 mov byte [ebp-0x1],0x5
0000000A 0FB645FF movzx eax,byte [ebp-0x1]
0000000E 8945F8 mov [ebp-0x8],eax
00000011 C9 leave
00000012 C3 ret


Dissection


We get the samebinary file as for the conversionfrom signedchar to signedint except for the
instructionat address0xA. Herewe have the instructionmovzx. MOVZX zero-extendsits source
(second)operandto the length of its destination(first) operand,and copiesthe result into the
destinationoperand.


11.6 Conversionof unsignedint to unsignedchar


Hereforewedid usethefile


main () {
unsigned char c;
unsigned int i = 251;
c = i;


}


Pleasenoticeagainthat the integer valueis restrictedfrom 0 to 255. This becausean unsigned
charcan’t handleany biggernumbers.Theaccompanying binaryfile


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC08 sub esp,byte +0x8
00000006 C745F8FB000000 mov dword [ebp-0x8],0xfb
0000000D 8A45F8 mov al,[ebp-0x8]
00000010 8845FF mov [ebp-0x1],al
00000013 C9 leave
00000014 C3 ret
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Dissection


Theactualconversioninstruction,themov instructionat address0xD, is thesameasfor thecon-
versionfrom signedintegersto signedchars.


11.7 Conversionof signedint to unsignedint


Thefile


main () {
int i = -5;
unsigned int u;
u = i;


}


Thebinary


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 83EC08 sub esp,byte +0x8
00000006 C745FCFBFFFFFF mov dword [ebp-0x4],0xfffffffb
0000000D 8B45FC mov eax,[ebp-0x4]
00000010 8945F8 mov [ebp-0x8],eax
00000013 C9 leave
00000014 C3 ret


Dissection


Thereis nospecificconversionbetweensignedandunsignedintegers.Theonly differenceis when
you performoperationson the integers. Signedintegerswill have to useinstructionslike idiv,
imul whereunsignedintegerswill usetheunsignedversionsof thereinstructionsbeingdiv, mul.


12 Basicenvir onment for GCC compiledcode


BecauseI can’t find any official documentationon this subjectI tried to figure it out for myself.
Here’s whatI’vegot:


� 32-bitmode,soprotectedmodewith enabled32bit codeflag in GDT or LDT table.


� SegmentregistersCS, DS, ES, FS, GS and SS have to point to the samememoryarea.
(aliases)


� Becauseun-initialisedglobalvariablesarestored“right” after thecodeyou have to keepa
little areafree. This areais calledtheBSSsection.Notice that initialisedglobal variables
arestoredin theDATA sectionin thebinaryfile itself right afterthecodesection.Variables
declaredwith const arestoredin theRODATA (read-only)sectionwhich is alsopartof the
binaryfile itself.


� Makesurethestackcan’t overwritethecodeandglobalvariables.
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In the Intel documentation[2] they refer to this asBasicFlat Model4. Don’t misunderstandthis.
We don’t have to usetheBasicFlat Model. As long astheC compiledbinaryhashisCS, DS and
SS pointingto thesamememoryarea(usingaliases)everythingwill work. Sowe canusethefull
multisegmentprotectedpagingmodelaslong asevery C compiledbinaryhashis local basicflat
memorymodel5.


13 Extern accessto global variables


In this sectionwe will take a look on how to accessglobal C variablesnot from within the C
program.This is usefullwhenyouloadtheC programwith anotherprogram(written in assembly)
which hasto initialize someglobal variablesof the C program. Of coursewe could passthe
variablesusingtheC program’sstack,but thenthesevariablesarealwaysstoredonthestackwhich
wasnot the intention. We could alsomake a global variabletablesomewherein the memoryat
a fixedpoint — sotheC programhasits addressasa constant— but thenwe have to usestupid
pointersto thattable.Sohereis how wewill do it. In thefile test.c comes:


int myVar = 5;
int main () {
}


Wecompilethis C programusing:


gcc -c test.c
ld -Map memmap.txt -Ttext 0x0 -e main -oformat binary -N \


-o test.bin test.o
ndisasm -b 32 test


Thisgivesus,


00000000 55 push ebp
00000001 89E5 mov ebp,esp
00000003 C9 leave
00000004 C3 ret
00000005 0000 add [eax],al
00000007 00 db 0x00
00000008 05 db 0x05
00000009 0000 add [eax],al
0000000B 00 db 0x00


As you canseethe variablemyVar is storedat location0x8. Now we have to get that address
from ld usingits memorymapfile memmap.txt which we did createusingtheparameter-Map.
Hereforeweusethecommand:


cat memmap.txt | grep myVar | grep -v ’\.o’ | \
sed ’s/ *//’ | cut -d’ ’ -f1


Thisgivesusour addressof thevariablemyVar in moduletest.o.
4Seealso: Intel ArchitectureSoftwareDeveloper’sManual,Volume1: BasicArchitecture,3.3. MemoryOrgani-


zation
5Seealso: Intel ArchitectureSoftwareDeveloper’s Manual,Volume3: SystemProgrammingGuide,Chapter3:


Protected-modememorymanagement
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0x00000008


Whenwe put this valuein an environmentvariable(UNIX) MYVAR, we canusethis to tell nasm
whereto look for theglobalC variablemyVar. Example:


nasm -f bin -d MYVAR_ADDR=$MYVAR -o init.bin init.asm


In init.asm thecodewhichusesthis directivecouldlook like:


...
mov ax,CProgramSelector
mov es,ax
mov eax,[TheValueThatMyVarShouldContain]
mov [es:MYVAR_ADDR],eax
...


13.1 The sizeof the BSSsection


WhentheC programis akernelit hasto know how big its BSSsectionis for its memorymanage-
ment.Thissizecanalsobeextractedfrom thefile memmap.txt. Hereforeweuse:


cat memmap.txt | grep ’\.bss ’ | grep -v ’\.o’ | sed ’s/.*0x/0x/’


For our exampletest.c this givesus:


0x0


Wecanpassthis valuelike thewaywedid it for theglobalvariables.


13.2 Global static variables


In C thereis no way to accessstatic variablesdirectly. This is just becausethey aredeclared
asbeingstatic. This rule alsoappliesto thedescribedexternalaccessmethod.Whena global
variableis declaredasstatic thereis noaddressof thisvariablein thememorymapfile generated
by thelinkerld. Sowecan’t determinetheaddressof thisvariable.Thekeywordstatic provides
uswith agreatprotectionmechanism.


14 Implementation of ANSI C stdarg.h on IA-32


This headerfile provides the programmerwith a portablemeansof writing functionssuchas
printf that have a variablenumberof arguments. The headerfile containsonetypedef and
threemacros6. How theseareimplementedis system-dependent,but on theIA-32 a possibleim-
plementationis:


#ifndef STDARG_H
#define STDARG_H


typedef char* va_list;


#define va_rounded_size(type) \
(((sizeof (type) + sizeof (int) - 1) / sizeof (int)) * sizeof (int))


6Source:A Book onC, fourth edition,A.10. VariableArguments
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#define va_start(ap, v) \
((void) (ap = (va_list) &v + va_rounded_size (v)))


#define va_arg(ap, type) \
(ap += va_rounded_size (type), *((type *)(ap - va_rounded_size (type))))


#define va_end(ap) ((void) (ap = 0))


#endif


In the macrova start, the variablev is the last argumentthat is declaredin theheaderto your
variableargumentfunction definition. This variablecannotbe of storageclassregister, and
it cannotbeanarraytypeor a typesuchaschar that is widenedby automaticconversions.The
macrova start initializestheargumentpointerap. Themacrova arg accessesthenext argument
in thelist. Themacrova end performsany cleanupthatmayberequiredbeforefunctionexit.
In thegivenimplementationwe’re usinga macrova rounded size. This macrois neededsince
the IA-32 aligns the stack— which is usedto passus the variablesof a function — on 32-bit
boundaries,indicatedby thestatementsizeof (int). Themacrova start will let theargument


4 bytes


ebp


4 bytes


eip


4 bytes


arg 0


ebp


ebp + 0x4


ebp + 0x8


arg 1


4 bytes


Figure2: Theargumentson theIA-32 stack


pointerap point to thevariableafterthegiven(first) variablev. Thismacrodoesn’t returnanything
(indicatedby theleading(void)).
The macrova arg first increasesthe argumentpointer ap by the size of the given type type.
After that it returnsthe next (actuallythe previous argumentsincethe argumentpointerap first
did increase)argumenton thestackof typetype. At first sight this way of handlingseemsvery
weirdbut its theonly waysincewehaveto put thevariablewewantto returnat theendof amacro
definition,afterthelastcomma.
Finally macrova end will resettheargumentpointerap without returninganything.
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